
 

 

We declare that the PulseOn Arrhythmia Monitor has undergone and passed rigorous 
penetration testing. The testing was conducted by an experienced OffSec Certified 
Professional (OSCP). Our standard testing process strictly adheres to the vulnerabilities 
outlined in the OWASP Top 10, leveraging industry-standard methodologies, including 
the Open Source Security Testing Methodology Manual, OWASP Testing Guide and 
OWASP Application Security Verification Standard (ASVS). The following areas were the 
main focus of the test:  

• Configuration and deployment  
• Identity management 
• Authentication 
• Authorization 
• Session management 
• Input validation 
• Error handling 
• Cryptographic security 
• Business logic controls 
• Denial of service 
• Client-side security 
• API-level security 

The test results demonstrated that the product performed exceptionally well. All 
uncovered vulnerabilities were below the Common Vulnerability Scoring System (CVSS) 
score of 7.0. No critical or high-risk vulnerabilities were identified, and all medium- and 
low- level issues were promptly fixed. The fixes were further verified in a second follow-
up testing round. 
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